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Role of WHOIS in cyber investigations 

•  WHOIS can help crime attribution 

•  WHOIS is one cyber investigative tool among 
many others 

•  WHOIS is not a silver bullet 

•  Accurate WHOIS => life of criminals more 
difficult 

•  Prevent exploitation of domain registration 
procedures 
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Botnets infrastructure 
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Botnet and DNS abuse 

•  DNS abuse at the heart of C&C 
infrastructure 

•  Getting new domain names from registrars 
around the world at fast pace:  

ü  Sustain takedown requests 

ü  Sustain sink holing attempts 

ü  Sustain hijacking attempts 
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Botnets - Positive example 

•  FP Cyborg identified a suspect with WHOIS 
data  

•  WHOIS lookup on the domain => email 
address 

•  Reverse WHOIS lookup => other domains 
registered with same email 

•  Domain => Old private website 

•  Successful arrest and conviction 
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Botnet  - Negative examples 

•  Cybercriminal developing webinjects to target 
ebanking customers all across Europe.  

•  18 domains registered in DE, NL and UK.  

•  4 different sets of identifiers to register these 
domains 

•  Reverse WHOIS + OSINT work on every 
single identifier => further web of identifiers. 

•  Result: nada - no real identity 
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Operation Rubbly 

•  In cooperation with selected Internet companies (Microsoft, 
Symantec & AnubisNetworks) 

•  Supported by J-CAT, led by UK 
•  Target Ramnit botnet (banking malware) that had infected 

3.2 million computers all around the world (only Windows 
users)  

•  For mitigation purposes, involved CERT-EU for dissemination 
to National CERTs in the 28 MS. 

WHOIS data :  
•  server in Germany  
•  Russia-based registrar company.  
 
In reality: 
•  German police: server is geo-located in NL. 
•  Russian registrar: confirmed German location. 
•  Improperly geo-located 
•  Waste investigation time.  
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Child sexual exploitation  

•  Gather Domain names linked to those 
websites 

•  Gather DNS information linked to domain 
names. 

•  Gather WHOIS data linked to those 
domains 

•  Cross-match 3 data sets => identify valid 
email address 
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Conclusion 

•  Accurate and reliable WHOIS data:  
ü  Helps crime attribution 
ü  Saves precious investigation time 

(victims) 
ü  Makes life of criminals more difficult 
ü  Prevents abuse of domain registration 

procedures 
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Thank you 

gregory.mounier@europol.europa.eu 
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