
PSWG	CALL,	3	MAY	2016	
	
Participants:	Wanawit	Ahkuputra,	Kerry-Ann	Barrett,	Cathrin	Bauer-Bulst,	Laura-Kate	Bernstein,	
Tjabbe	Bos,	Jorge	Cancio,	Julia	Charvolen,	James	Emerson,	Bobby	Flaim,	Ashley	Heineman,	Mark	
Henderson,	Anita	 Ibrahim,	 Laureen	Kapin,	Alice	Munyua,	Gregory	Mounier,	 Luisa	Paez,	 Karine	
Perset,	Ian	Roger,	Nick	Shorey,	Kimmo	Ulkuniemi.	
	

1. UPDATE	FROM	MARRAKECH	
Laureen	 Kapin	 provided	 an	 update	 on	 the	meeting	 in	Marrakech,	 a	 productive	 but	 very	 busy	
meeting.		The	PSWG’s	closed	meeting	was	cancelled	but	the	PSWG	was	able	to	meet	informally	
and	discuss	work	plan	 items	as	well	as	 input	on	 the	 final	 report	of	 the	PDP	privacy	and	proxy	
services	accreditation	issues.		
	

2. PRIVACY	AND	PROXY	SERVICES	ACCREDITATION	ISSUES	(PPSAI)	
Alice	 Munyua	 reminded	 PSWG	 members	 that	 in	 its	 Marrakech	 Communiqué,	 the	 GAC	 had	
advised	the	Board	to	allow	additional	time	for	GAC	consideration	of	possible	advice	on	the	PPSAI	
final	report	and	asked	for	a	meeting	on	the	topic	between	the	GAC	and	the	Board	at	ICANN	56.	
	
Laureen	Kapin	said	that	the	PPSAI	final	report	contains	many	positive	elements	by	creating	an	
accreditation	 system	 for	 privacy	 and	 proxy	 service	 providers	 where	 there	 was	 none.	
Nonetheless,	 PSWG	members	 feel	 that	 the	 improvements	 that	 the	 GAC	 recommended	 in	 its	
prior	 submitted	 comments	 to	 the	PPSAI	Working	Group	are	 important:	 i)	 the	 report	does	not	
require	 that	 law	 enforcement	 requests	 remain	 confidential,	 which	 could	 seriously	 hinder	
investigations;	 and,	 ii)	 the	 report	 recommends	 that	 privacy	 and	 proxy	 services	 should	 be	
available	 for	 all	 domains,	 including	 those	 engaged	 in	 financial	 transactions	which	 undermines	
the	public’s	right	to	know	with	whom	they	are	transacting	business.			
	
Laureen	Kapin	noted	that	in	Marrakech,	the	PPSAI	WG	Co-Chairs	had	expressed	concern	about	
the	GAC	coming	in	very	late	with	comments	that	differ	from	the	conclusion	of	the	PDP	process.		
Therefore,	the	approach	proposed	by	the	US	is	for	the	GAC	to	send	a	letter	to	the	ICANN	Board	
asking	for	a	discussion	at	ICANN	56	with	the	Board,	the	GNSO	and	the	PPSAI	co-chairs	to	discuss	
the	GAC	concerns	and	the	most	constructive	way	forward.		One	path	would	be		to	address	GAC	
concerns	 	 in	 the	 implementation	 phase	 (e.g.,	 by	 setting	 up	 procedures	 to	 revoke	 a	 PPS	
provider’s	accreditation	if	a	provider	engages	in	deceptive	or	abusive	behavior).	Nick	Shorey	and	
Cathrin	Bauer-Bulst	agreed	with	the	approach	proposed	by	the	US.		
	
Action:	Laureen	Kapin	to	send	the	draft	USG	letter	to	the	PSWG	next	week	(9	May)	to	then	be	
sent	to	the	GAC	for	review/approval	(16	May)	and	sending	to	the	Board	(ideally	no	later	then	23	
May).	Karine	Perset	to	alert	the	GAC	leadership	to	expect	a	letter	from	the	PSWG.	
	

3. OTHER	WORK	PLAN	ITEMS	
Bobby	 Flaim	 said	 that	 the	 PSWG	would	 like	 to	 ask	 the	 GAC	 to	 approve	 a	 communication	 to	
ICANN	asking	ICANN	for	updates	on:	1)	WHOIS	specification	and	cross-validation	of	addressing	
that	 were	 incorporated	 into	 the	 2013	 RAA	 (from	 the	 2009	 LEA	 GAC	 recommendations)	 and	
should	have	been	implemented	within	6	months	of	the	RAA	being	signed	back	in	January	2014.		
2)	Part	2	of	the	GAC	recommendations	on	the	accreditation	of	registrars	and	registries	(involving	
what	process	ICANN	uses	to	review	and	verify	applications	to	be	an	ICANN	registrar).	



3)	Specification	11.			Bobby	Flaim	also	noted	that	Jon	Flaherty	had	changed	jobs	but	that	Bobby		
would	participate	in	the	Spec	11	work.		
4)	Malware	 Statistics.	 	Whether	 ICANN	can	provide	 statistics	 from	 registries	 and	 registrars,	 or	
ICANN’s	 internal	security	department,	 regarding	phishing,	botnets,	pharming,	and	malware,	as	
per	the	GAC	advice	issued	in	the	Beijing	Communiqué.			
	
Action:	Bobby	Flaim	to	send	the	draft	communication	to	the	PSWG	for	input	and	then	PSWG	to	
send	to	the	GAC	for	review	and	approval	and	transmittal	to	the	ICANN	Board.		
	
Gregory	Mounier	 provided	 an	 update	 on	 the	 PDP	WG	 on	Next	 Generation	 RDS:	 the	working	
group	broke	 into	 three	sub-groups	doing	 literature	 reviews	on:	 i)	data,	 ii)	data	protection,	and	
iii)	purpose.	Tjabbe	 Bos	 noted	 that	 the	next	meeting	of	 the	PDP	WG	on	Next	Generation	RDS	
would	discuss	reaching	out	to	other	SOs	and	ACs	for	input.		
	
Action:	Liaison	and	PSWG	members	on	the	PDP	WG	to	flag	to	the	wider	PSWG	and	to	the	GAC	
that	they	would	soon	receive	a	request	from	the	WG	and	should	plan	to	provide	input.		
	
Bobby	Flaim	updated	the	PSWG	on	the	DNS	Abuse	report	that	aims	to	inform	the	CCT	Review.	
The	report	discusses	how	ICANN	and	the	community	can	address	DNS	abuse.	The	deadline	for	
comments	had	been	extended	to	13	May	2016.	He	felt	some	additional	points	could	be	made	in	
the	report,	for	example	noting	that	the	RAA	already	contains	some	mechanisms	to	mitigate	DNS	
abuse,	 such	 as	 verification	 and	 validation,	 reporting	 WHOIS	 inaccuracies,	 etc.	 	 The	 group	
discussed	 the	way	 forward	noting	 that	 process	 questions	were	 raised	by	 the	 public	 comment	
period.	 On	 the	 other	 hand,	 participants	 on	 the	 call	 felt	 that	 the	 issues	 were	 neither	 key	 nor	
sensitive	and	may	not	warrant	asking	 the	GAC	 for	 immediate	attention	and	 reaction	 to	PSWG	
comments	in	a	very	short	timeframe.	The	group	decided	to	give	a	heads	up	to	the	GAC	but	try	to	
send	 in	 its	comments	before	the	deadline.	The	PSWG	would	specify	as	planned	 for	 in	 its	ToRs	
that	 the	comments	are	 from	the	PSWG	and	do	not	 represent	a	GAC	consensus,	but	 that	 they	
may	be	considered	by	the	GAC.		
	
Action:	 Bobby	Flaim	 to	 share	his	 initial	 comments	with	 the	PSWG	 in	 view	of	 sending	 in	 these	
comments	from	the	PSWG	before	the	deadline	of	13	May.	The	PSWG	would	include	appropriate	
caveats	saying	 that	 the	comments	are	 from	the	PSWG	and	do	not	 represent	a	GAC	consensus	
view,	though	they	may	be	considered	by	the	GAC.	
	

4. PSWG	WORKING	METHODS		
	
PSWG	members	highlighted	some	lessons	learned	from	its	input	on	privacy	and	proxy	services:		

• The	importance	of	the	timing	of	requests	for	GAC	action	and	need	to	try	to	avoid	the	
rush	periods	directly	before	ICANN	public	meetings.	

• The	importance	of	sending	reminders	when	asking	for	GAC	endorsement.	
• The	 importance	of	 clearly	 labeling	 input	 as	having	been	approved	by	 the	GAC	or	 only	

representing	a	PSWG	view.	
• The	 need	 to	 find	ways	 to	 distinguish	 between	 official	 comments	 of	 the	 GAC	 and	 the	

participation	of	individuals	in	a	PDP	and	in	particular,	of	addressing	criticism	of	“double-
dipping”	 by	 other	 stakeholders	 when	 the	 GAC	 as	 a	 Committee	 submits	 comments	
although	 individual(s)	 from	the	GAC	or	a	GAC	working	group	have	been	member(s)	of	
the	PDP.	



	
Broader	challenges	were	also	identified,	in	particular:	

• The	 challenges	 to	 effective	 participation	 by	 the	 GAC	 --including	 the	 PSWG--	 in	 PDPs	
given	 limited	resources	on	the	government	side	and	given	that	governments	are	often	
significantly	outnumbered	in	PDPs	compared	to	other	ICANN	stakeholders.		

• The	 link	between	challenges	 identified	by	 the	PSWG	and	the	challenges	 that	 the	GAC-
GNSO	 Consultation	 Group	 on	GAC	 Early	 Engagement	 in	 GNSO	 PDPs	 has	 been	 looking	
into.	The	Group	has	come	up	with	a	“quick	look	mechanism”	to	consult	with	the	GAC	on	
whether	a	particular	issue	has	public	policy	implications	at	the	initial	report	stage.	

• The	need	to	coordinate	and	build	some	resilience	in	the	PSWG’s	participation	in	PDPs,	in	
case	 the	 main	 PSWG	 ‘liaison’	 cannot	 attend	 an	 important	 meeting	 or	 needs	 to	 stop	
participating.	

• The	need	for	better	planning	to	meet	deadlines	for	upcoming	public	comment	periods.	
	
Action:	PSWG	to	include	this	topic	in	its	agenda	for	Helsinki	and	also	to	suggest	it	as	a	topic	to	
discuss	with	the	broader	GAC.		
	
5.	AOB	
Nick	Shorey	shared	information	on	RIPE	72	to	take	place	in	Copenhagen,	including	an	anti-abuse	
workshop	and	on	 the	GDD	 (ICANN	Global	Domains	Division)	 Industry	 Summit	 to	 take	place	 in	
Amsterdam	17-19	May	2016.	
	
	
	


